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ActivTrak MSP Program Overview

Welcome to the ActivTrak MSP Partner Program. This program guide
provides Managed Service Providers with details about the benefits of being

an ActivTrak Managed Service Provider Partner.

Our partner program is designed from the ground up and allows our partners to offer
highly differentiated and value-based technology while rewarding commitment with

predictability. The ActivTrak MSP Program allows you to focus on delivering
immediate value to your customers. ActivTrak offers best-in-class marketing support,

profitability and protection so you aren’t distracted while you take care of your customers
and the outcomes they’re seeking.

ActivTrak’s partner program and enablement activities were designed with MSPs in mind,
to help you promote the value of security, compliance and productivity as part of your

current offering. ActivTrak is committed to offering our partners the opportunity to
profitably build a business based on our cloud-based User Activity Monitoring and

Workforce Analytics solution.
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Section 1: Getting Started as an ActivTrak Managed 
Service Provider

Welcome to the ActivTrak MSP Program!
The world is witnessing a paradigm shift in terms of recent trends and technologies redefining the way
business is done. The fact that business models face an extreme pressure from regulatory,
macroeconomic and other critical market forces, has necessitated increased focus on operational
effciency and effectiveness. The managed services market is expected to reach over 190 billion U.S.
dollars in size in 2019, with forecasts suggesting that this number could grow to nearly 300 billion as
early as 2023.
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In other words, there’s a very big opportunity for those MSPs who can choose the right strategy in
respect to their technology stack while demonstrating to their customers the value of their offering.

www.statista.com/statistics/590884/worldwide-managed-services-market-size
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The deployment model for the global MSP market remains predominantly on-premises with customer
equipment (CPE) and/or virtual appliances.That has changed dramatically with the explosion of cloud
apps and the digital transformation in the workplace. More and more startup and medium-sized
enterprises are now able to take advantage of newer, more affordable infrastructures and apps in the
marketplace. According to the Gartner Magic Quadrant for Public Cloud Infrastructure (MSP) Report
2017, “75% of fully successful implementations will be delivered by highly skilled, forward-looking,
boutique managed service providers with a cloud-native, DevOps-centric service delivery approach.”
This small but growing group of modern MSPs is filling a void in a particular industry vertical or specific
local region.

https://www.statista.com/statistics/590884/worldwide-managed-services-market-size/
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MSP Opportunity
Organizations of all sizes continue to face an ever-growing landscape of compliance & security threats
along with an increased interest in understanding the productivity of their teams. Contextual visibility of
network and user-level activity is essential to protect against a catastrophic event such as a security
breach, system outage, high-risk event, or compliance violation that results from an unintentional or
unauthorized change to these systems.

Like network managers who have long been challenged with optimizing their network to respond to
changing demands from applications, systems and end users; organizations are equally challenged by
how to best help their employees optimize their workday. Now more than ever the end-user, or
employee, experience is something organizations must capture to gain an intimate understanding of
their compliance and security posture, as well as an understanding of how to help employees identify
where effciencies and productivity can be found. User experience is key.

Productivity from the end-user perspective is not simply amped-up user activity monitoring. The client
must also have a clear view of how well all the parts and pieces of network, processes and applications
work together to deliver a service and/or productive environment for the user/employee whether they
are remote or within the four walls of a growing organization. The gig economy, the remote workforce
movement, Mobility, proliferation of applications and digital transformation all compound the
complexity of achieving the level of visibility required to impact productivity and optimize business
processes.

Most of today’s organizations don't have the tools, time, or staff expertise to deal with these challenges.
MSPs have a unique opportunity to become increasingly more strategic to the organizations they serve
by discovering opportunities to optimize business processes and identify patterns that lead to success.
The MSP has the ability to deliver services that can help organizations improve their network security
while reducing staffing requirements and ultimately lowering costs. Additionally, MSPs can help
organizations measure the impact on business outcomes throughout
a continuous cycle of discovery and change. Specifically, MSPs can help:

Identify and promote the right skills and behaviors to meet organizational goals, develop careers, 
and grow new leaders. Break down silos and develop impactful networks to improve your bottom 
line

Unlock the power of networks to foster innovation and generate value for customers. Predictive 
insights help you maintain healthy client relationships and build brand advocacy

!

!

Compliance

Productivity

Security
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ActivTrak: Meeting the MSP Challenge
MSPs are challenged with differentiating their services, minimizing operational complexity, and 
ensuring that their business is profitable. Fortunately, meeting the unique requirements of the MSP 
market is nothing new to ActivTrak. Since 2012, we have offered a User Activity Monitoring solution 
(UAM) and have seen first hand the value it can provide to MSP and end-users alike.

MSPs have become an important part of modern IT infrastructures.
As more and more companies embrace technological change to better compete in today’s global
economy, finding a knowledgeable and reliable partner capable of delivering services and support
consistently is more valuable than ever. Many companies are turning to MSPs to implement new
infrastructure solutions like hybrid and multi-clouds while also entrusting them with the day-to-day
maintenance of their increasingly complex and mission-critical systems. But while there’s never been a
more exciting time to be an MSP, there are a few challenges that these providers must solve in order to
thrive in the coming years. Managed service providers can no longer afford to ignore the cybersecurity,
compliance and productivity opportunities.

ActivTrak’s Competitive Advantages

Pricing 

ActivTrak makes it easy for MSPs to offer User Activity Monitoring & Workforce Analytics solutions with 
confidence. By providing a native cloud application built on the Google Cloud infrastructure and 
microservices architecture, we deliver a comprehensive set of security and compliance functionalities that 
enable our MSPs to focus on delivering value (audits, certifications, monitoring) to their customers versus 
worrying about managing the solution, obtaining certifications for their clients or performing updates of 
any kind. The benefits don’t stop there; ActivTrak’s microservices architecture provides fault isolation so 
that in the event that a service goes down parts that directly depend on it will leave the other parts able 
to function. Higher availability to your customers makes for a much better overall customer experience.

Our flexible pricing and licensing options for managed service providers, allow partners to develop 
pricing that directly aligns to the requirements of their customer base. Predictable pricing gives MSPs an 
intimate understanding of the product so that they have the confidence to deliver the highest possible 
service levels to their customers. If you need further assistance or have questions surrounding pricing, 
please engage your channel account manager (CAM) who can be reached at msp@activtrak.com.msp@activtrak.com

ActivTrak offers: 

Subscription based and usage based billing Consolidated billing

“Not for Resale” (NFR) Program to support 
education & use case development

Best-in-class support

! !

! !

http://msp@activtrak.com
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Billing Designed to Align with your Business

Sales Support for our MSPs

ActivTrak: Your Partner in Growth

ActivTrak believes we're both investing in a true partnership. All too often vendors view MSPs like end- 
users or resellers. This can lead to negative implications to the longer-term relationship. ActivTrak makes 
a conscious point to not view MSP partners through the same lens. Our view is that this is a strategic 
ongoing partnership that creates mutual engagement and alignment around the technology, marketing 
and sales activities. While many MSPs have very specifically defined service offerings, ActivTrak can help 
you become more productive faster while optimizing the customer experience in a wide range of areas. 
Areas we support our MSP partners include:

Once you've got your managed security offering defined, you'll need to start thinking about your go-to- 
market strategy. ActivTrak has years of experience driving the User Activity Monitoring message and are 
willing to share our experiences with our MSP partners to help ensure your success.

Go-to-market tactics assistance for our partners includes:

Solutions architecture

MSP Core Subscription $7.00/mo. $6.00/mo. $5.00/mo.

Product Name

Data Connect

All prices listed are per user, per month

$1.75/mo. $1.50/mo. $1.25/mo.

Screenshot Redaction $6.40/mo. $5.60/mo. $4.80/mo.

Co-branded HTML emails promoting your offering

Trade show support (with written approval) 

Sales training

Collateral

Rep-based text emails

Cross promotion on the ActivTrak website through our 'back-link' program (details upon request)

Joint programs including webcasts and trainings. (Examples include: "Out of Sight; Top of Mind - 
How to Manage a Remote Workforce”, “How to Quickly Identify Insider Threats”, and many others.

Regional shows

Competitive positioning Data visualization

!

!

!

!

!

!

!

!

!

! !

"

"

"

SEED PARTNERS
Up to 499 Users/Mo 500 to 2,499 Users/Mo > 2,500 Users/Mo

PREMIER PARTNERS ELITE PARTNERS

Out of Sight; Top of Mind -
How to Manage a Remote Workforce How to Quickly Identify Insider Threats

https://activtrak.com/out-of-sight-top-of-mind/
https://activtrak.com/out-of-sight-top-of-mind/
https://activtrak.com/identify-insider-threats-info/
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Summary
Like any other business, Managed Service 
Providers (MSPs) are a factor of its people, 
process, and product. When you're starting 
service with a customer, you're also entering 
into what you hope is a long-term relationship. 
Setting the tone early on in this relationship is 
very important. If you act haphazardly or give 
off the impression of disorganization it could 
impair the relationship you need to survive. This 
resource guide is here to help you implement a 
quality process around your service. Keep in 
mind that the services you offer and your 
experience will influence how you structure 
service delivery and support and how to best 
respond to customer inquiries, reporting and 
other requests. We encourage you to consider 
developing your own version of a customer 
resource guide into a wiki or other web-based 
system for each customer.

The goal of the ActivTrak MSP Program is to 
enable our MSP partners to successfully 
achieve unprecedented growth and profit 
potential by delivering superior, next 
generation multi-threat security solutions to 
your customers. ActivTrak connects you to the 
resources needed to develop your expertise, 
grow your business, increase customer 
satisfaction, and maximize your profitability. 
We look forward to working with you and your 
team. If you have questions or would like to 
engage further, please reach out to us at 
msp@activtrak.com.msp@activtrak.com

http://msp@activtrak.com
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Section 2: Building your Service Offering

Creating a Service Offering Powered by ActivTrak

Use Cases

Data privacy / Compliance1

We are often asked the question, “How can we set ourselves apart from other MSPs in the industry?” 
While that’s a difficult question to answer, one of the best places to start is developing a service 
offering that your customers get value from. First, however, you need to identify what your customers 
want and need. Here’s what we know.

ActivTrak preserves privacy on many fronts. Perhaps most obviously, it helps protect client data, a 
privacy component that is increasingly important. No company wants to be the next headline. In a post-
GDPR world this isn’t just an altruistic value proposition. This decade will continue to be a period of 
GDPR enforcement, bringing fines and penalties for companies that fail to adequately secure customer 
information.

User Activity Monitoring can ensure that correct data management practices are in effect, and it 
identifies erroneous behavior related to sensitive customer information. Since the modern workforce is 
collaborative and includes third-party vendors, in-house employees and privileged users, User Activity 
Monitoring adequately oversees all network activity, providing an audit trail for users, offering a 
deterrent to malfeasance and a clear record of accountability.

Companies are increasingly implementing user activity monitoring and workforce analytics
solutions to:

Address the challenges brought on by the the modern workforce. With the increase in the number 
of employees working remotely and the gig economy, organizations need an easy way to monitor 
compliance, security and ensure productivity. Gain visibility into how work is getting done to help 
organizations improve productivity and coaching. Organizations need to move from an “are you 
working?” to “how do you work?” mentality in order to improve process workflows and 
operational efficiency

Provide insights to measure both the opportunity and risks associated with digital transformation 
initiatives which are forcing deeper analytics of digital processes but lacks the ability to 
instrument user behavior

Fill the void left by cybersecurity solutions that lack contextual insight and tend to ignore the 
human perimeter; 50% cyber-attacks are perpetrated by insiders. Understanding risks from the 
end user perspective is essential to forensic investigations

!

!

!
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IP protection / Data Loss Prevention

Process optimization

2

3

User Activity Monitoring is dynamic and can help protect a company’s most valuable asset: its 
intellectual property. Confidential business information and privileged account information is cited as 
the most vulnerable to data loss, with the biggest enabler of accidental insider threats being phishing 
attempts, weak passwords, unlocked devices, and bad password sharing practices.

When examining critical trends in the modern workforce, the Harvard Business Review concluded that 
“at a time when so many companies are starved for growth, senior leaders must bring a productivity 
mindset to their business and remove organizational obstacles to workforce productivity.”

To this end, employee monitoring software can identify workforce trends and process inefficiencies, 
allowing a data-driven, company-wide productivity model to drive company growth. By identifying and 
improving workflow bottlenecks, any organization can ensure that their employees are adequately 
deployed to the right task at the right time.

In a continually evolving modern workforce, employee monitoring software establishes a continuous 
feedback loop that helps identify best practices and promotes the refinement of established norms. 
With this information, companies can routinely retrain employees when appropriate, ensuring that 
organizations are putting their best foot forward when it comes to growth and productivity.

Companies of all sizes have a responsibility to themselves, their shareholders and their customers to 
protect their intellectual property, and user activity monitoring ensures oversight and control of this 
facet of an organization. Moreover, the solution produces an audit trail, which can be used as forensic 
evidence if a breach or other malicious activity occurs.

Example Service Offerings
It is always a good idea to offer a range of 
service offerings due to the variety of customer 
needs and their available resources. For your 
potential clients on the smaller side, this provides 
them a low barrier to entry as well as a managed 
service provider that can address their needs as 
they evolve and grow. This also plays on a well- 
known psychological phenomenon that shows, 
when given a choice, customers have an easier 
time making a decision. Now that you have a 
service offering (or multiple) that your customers 
are willing to pay for, it’s time to really 
differentiate yourself from your competitors.
One way is to provide additional (a la carte if you 
like) services outside of your current offering.

Depending on the vertical/industry you target, 
this could include alerts, alarms, audits, incident 
remediation, etc. Not only does this demonstrate 
that you have a complete catalog of services to 
offer, but also provides an upsell opportunity into 
your existing customer base. No matter what 
your service offering includes, the key is really 
understanding what your customers' needs are 
and then filling that gap at an affordable cost. 
Continuously finding ways to improve your 
managed service and/or adding new services 
altogether is the key to a robust service offering 
that clients will continue to get use out of and, 
therefore, keep your customers coming back
to you.
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Services Road Map
The services road map is designed to utilize the skills and experience developed in one phase in the 
following phases, allowing you to expand your business model over time. The phases are arranged by 
increasing technical skills, from lowest to highest.

Phase 1: Standard Service1

Phase 1 services consist of the most rudimentary security and compliance functions. These services are 
easy to provide using a basic ActivTrak installation. These functions create the basis for detecting a 
security incident or potential compliance issues. Email becomes a critical element to ensuring your users 
see the value created by your offering.

These are typically organizations ranging from 2–199 employees.

Pricing: These services should be offered as a single suite for a single price per month.

Typical Customer: The typical Phase 1 customer is a very small business with few or no IT staff. 
Phase 1 customers do not have significant infrastructure but understand the importance of their 
own data, that of their customers and are looking to ensure that employees are performing their 
duties with the highest integrity

Customer Value: Phase 1 services benefit customers who have a regulatory requirement to 
continuously monitor logs. Customers wanting phase 1 services are extremely cost conscious and 
are primarily motivated by price

!

!
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Phase 2: Extended Service

Phase 3: Advanced Services

2

3

Phase 2 extends the scope of phase 1 to include Website Blocking and additional reporting. These 
services are easy to provide. Phase 2 is a natural extension of Phase 1 as there is only a marginal 
increase in the use of the ActivTrak technology, requiring only a slightly better understanding of the 
ActivTrak solution.

Phase 3 requires expert level knowledge of the entire ActivTrak product. This includes how to create 
custom reports leveraging ActivTrak’s Data Connect. These services require moderate technical skills 
and someone on the team who can leverage Power BI and/or Tableau to create advanced reports 
leveraging the ActivTrak rich dataset and templates.

Pricing: A MSP can offer each of the capabilities a la carte or as a suite.

Pricing: A MSP can offer each of the capabilities a la carte or as a suite.

Phase 2 services include the Phase 1 services as well as the following services:

Phase 3 services include the Phase 2 services as well as the following services:

Website Blocking

USB Monitoring 

Advanced Reporting

Productivity Reports

Working Hours Report

Focus Patterns (user, team, org level)

Productivity Benchmarking & Leaderboard (group, role)

Productivity Trending

Wow, MoM and QoQ

By office location vs. remote

New Applications Identified (helping organizations to understand their application sprawl
or potentially unauthorized applications)

!

!

!

!

!

!

!

!

!

!

!

Typical Customer: The typical Phase 2 customer is a small business with some IT staff without 
significant security expertise

Customer Value: Phase 2 services benefit customers who have strict regulatory requirements or 
are concerned over the security of the data/ services they own

!

!

These are also typically organizations ranging from 20–200 employees.
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Phase 4: Premiere Services4

Phase 4 requires the knowledge gathered in all previous phases to be joined with deep integration with 
the customer's business processes. It is important to be integrated with the customer's operations team 
in order to produce results that are actionable. At this level of service, the MSP is a true extension of the 
business. The insights the MSP provides will be helpful in guiding GTM (go-to-market) decisions, hiring 
plans, application renewals, etc.

Pricing: A MSP can offer each of the capabilities a la carte or as a suite.

Phase 4 services include all of the Phase 3 services as well as the following:

Application Usage Assessments

Productivity Trending

Incident Response

File Integrity Monitoring

Risk Mitigation

!

!

!

!

!

Typical Customer: The typical Phase 3 customer is a mid-sized business with a formal IT 
department but with limited security expertise that wants to leverage 3rd party expertise while 
also interested in uncovering how they might understand productivity in their environment (usually 
at the executive level)

Typical Customer: The typical Phase 4 customer is a business with a mature IT department that 
wants to maintain a strategic high level security expertise but understands the business value of 
moving routine day-to-day operations outside the company. Phase 4 customers have significant, 
and often complex, infrastructure and likely have significant security concerns ~ but lacks full 
context (end user monitoring) to some of the security related issues they may be seeing

Customer Value: Phase 3 services benefit customers who understand that security and regulatory 
compliance are related but not the same. Customers wanting phase 3 services are motivated to 
understand the strength of their security program and want to realign some of the infosec costs 
from Capex to Opex 

Customer Value: Phase 4 services benefit customers who have information security identified as a 
specific business driver or differentiator. Customers wanting Phase 4 services are security, 
compliance and productivity conscious

!

!

!

!

These same customers are also interested in how productivity may be trending as these are usually 
high growth organizations.
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Section 3: ActivTrak High Value Features

Dashboard

Real-Time Monitoring

The ActivTrak dashboard displays summaries of the extensive and more detailed reports available in 
other areas of the app. If you just want a quick snapshot of your organization from time to time, the 
dashboard is the place to go. This is also the location where you’ll download your account’s agent file.

ActivTrak’s Real-Time Monitoring can be used to observe user activity as it’s happening.
Locate relevant and current data without having to sift through lengthy reports. Understand employee 
workflows or catch activities that might place employee, employer or customers at risk as it happens.

Live User Activity Data Report

Real-Time Screenshots

Watch user activity change as they move from action to action, or identify passive users at any point. 
The chart displays each reporting computer and continuously updates rows along with the most 
important information. All applications and websites are viewable — even if the user is browsing in 
incognito mode. The same extensive and insightful data contained in the Activity Log is viewable in 
real-time. See details such as the machine name, user name, the title of the program, URL, and 
duration of use.

Instead of reading data, see exactly what users see on their screens. Real-time screenshots update 
every five seconds. Zoom in on individual computers with the full-screen viewer, or view multiple 
screens at once in a CCTV-like fashion with live thumbnails.

Filter the dashboard’s data to display only the information you need. By default, the dashboard shows 
reports for "Today" and "All Users", but you can zero in on insights from custom time periods and 
specific users and computers.

ActivTrak’s intelligent Agent is what you install on the device you wish to collect data from. It requires 
no lengthy installation and no adjustments to your users’ network.

The ActivTrak Agent is a .msi or .pkg file customized to each individual account. It is robust, reliable, 
and has a low system profile across multiple platforms, meaning it can be downloaded on both 
Windows and Mac operating systems, and requires low CPU usage.
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Quick Stats
The Quick Stats window provides a lightning fast view of the team’s performance. Take a glance 
at the total time spent on websites and applications, categorized by productive time, unproductive 
time, and time not yet assigned a productivity value

Compare and discover trends by displaying the data for one day, weeks, months, and years

View productivity data by users and identify the star performers on your team with the Top Users
chart. Sort the chart to highlight both the top productive users and the top unproductive users

For an as-it-happens glimpse, check out the Real-time panel. Think of it as your current 
conditions report. It contains a live feed of activity and inactivity on tracked machines

!

!

!

!

Productivity Insights

Screenshots

Protect Customer Information

The dashboard’s Productivity chart tells you how much productive, unproductive, and passive time was 
recorded. You can also:

ActivTrak allows users to capture and navigate through the most recent screenshots for an individual or 
the whole team. The recent screenshots section contains images of users’ screens accompanied by date 
and time stamps.

Customer and employee information can be visible on all of your owned screens. Keep everyone’s data 
safe by blocking out personal details from screenshots. Redact identifiers such as Social Security 
Numbers, Credit Card Numbers, Birthdays, and Driver’s License Numbers and many more.

Screenshot Redaction is a key feature we’ve created to prevent sensitive information from falling into 
the wrong hands. Add Screenshot Redaction to your ActivTrak account to keep personally identifiable 
information (PII) private, secure sensitive information from being captured, and ensure legal 
compliance. Screenshot Redaction employs AI to identify sensitive data in screenshots and redact that 
information before its written to disk and before anyone has the chance to see it. Protect Customer 
Information. Customer and employee information can be visible on all of your owned screens. Keep 
everyone’s data safe by blocking out personal details from screenshots. Redact identifiers such as 
Social Security Numbers, Credit Card Numbers, Birthdays, and Driver’s License Numbers and many 
more.
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Establish risk levels to specific alarms for activities deemed unproductive or a risk to security policies.
Configure automated actions to triggered alarms including capture of screenshots, terminating an
application, sending an email notification to the account administrator, and/or sending popup
messages to device users.

Get alerted to user 
activities you define

Monitor USB ports for 
storage device activity 

and file transfers

Track changes to your 
ActivTrak account

User Activity USB Tracking Audit

These features represent just some of the areas you might consider building your MSP service 
catalogue around. There are many more that our Channel Account Manager will help you navigate.

Identify Key Behaviors with Pre-built Alarms

You Can Take the Following Actions When an Alarm Is Triggered:

New Activity Insights

Screen Captures User 

Audit Trail Alarms

Terminate Activity

Blocked Website Accessed

Behavior Risk Scoring

Incognito

USB Device Activity

Activity Notifications User

Social Media Break

Send information via Webhooks
(to Slack or Microsoft Teams for example)

Unauthorized File Sharing

!

!

!

!

!

!

!

!

!

!

!

!

Alarms: Alarm Categories
A new ActivTrak account contains pre-built alarms to help you get started and track activities of 
interest. You can also custom create any number of alarms with any combination of conditions and 
reactions to suit your business.
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Section 4: Marketing Content Building Blocks

User Activity Monitoring
As an activity monitoring solution, ActivTrak gives organizations an overall picture of how work gets 
done in and out of the office. All sorts of data make up this image, including which applications get the 
most use, the amount of time spent on unproductive tasks, and what time of day each employee is most 
productive.

ActivTrak obtains this information unobtrusively through the use of an intelligent tracking agent. After a 
quick installation on the computers to be monitored, data becomes available within minutes.

Businesses pay thousands (even millions) for great marketing in their best attempts to anticipate,
or perhaps just keep up with, customer preferences.

Partnering with ActivTrak means you gain access to world-class content and thought-leadership. 
Content marketing fuels the inbound marketing process for our MSPs. In this model, customers find 
your business organically, through meaningful engagement with online content. We know that 
customers have a deep desire to self educate, so we ensure ActivTrak is where the research is being 
done with content that is:

MSPs that invest in content marketing efforts are already reaping the benefits of greater sales and 
loyalty with customers. Content marketing retains your organizations relevance in your industry and 
keeps you agile for the day that your customers’ buying behavior changes again.

The following are campaign themes that drive interest in the ActivTrak:

Informative

User Activity Monitoring

Insider Threat Detection 

Creates value with customers

Verifiable

Remote Workforce Management 

Forensic Investigation 

Productivity / Operational Efficiency

Collaborative

Responsive of customer needs

!

!

!

!

!

!

!

!

!

!
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Remote Workforce Management
Real-time dashboards, high resolution screenshots, productivity and top user reports, also provide 
business with visibility into essential data to simplify remote workforce optimization. ActivTrak’s cloud- 
based user activity monitoring and reporting helps solve problems often created by working remotely. 
Our tracking agent can be installed remotely on any number of remote machines and begins reporting 
data in minutes. No hardware or internal networks are needed.

Other challenges of remote workforce management are overcome with ActivTrak’s award-winning 
employee monitoring metrics and user behavior analytics. Performance management, productivity, 
accountability, and accurate time tracking are all achievable with the insights delivered by ActivTrak.

It’s natural to have concerns about how time is spent when employees are out of sight. Since the agent 
is continuously running in the background of users’ computers, every action is recorded and uploaded 
to the ActivTrak Dashboard.

The usefulness of ActivTrak goes beyond just performance management. Establish a policy, measure its 
effectiveness, and make the changes necessary for on-going improvement of your remote workforce. 
Key Benefits of ActivTrak for Remote Workforce Management include:

The agent runs continuously in the background of users’ computers, tracking the “active” window.
There’s no “Start” button. Every action is captured along with important supporting details. A clean,
unbiased dataset contains information like application name, duration, date/time, productivity
classification, and URL. High resolution screenshots can add even more context surrounding a user’s
actions, if an organization chooses to leverage those technologies.

To achieve success, supervisors must understand and manage an organization’s most valuable asset: 
its employees! With ActivTrak you can easily:

Generate insightful reports and trends for employee performance

Improve individual performance and team engagement

Discover who on your team is disengaged or headed that way

Long distance accountability

Identify where team members need extra training or coaching

Measure & enhance remote policy effectiveness

Measure productivity and analyze behavior from anywhere. Limit tracking to business hours
or other custom schedules

Restrict access to applications and websites

!

!

!

!

!

!

!

!
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Improve Individual Performance and Team Engagement
Managers of remote employees face some of the same challenges as they would if their team were in 
the same office. The difference is the perceived difficulty of managing a person that you don’t see 
face-to-face every day. Managers benefit from ActivTrak wherever their employees work.

With ActivTrak you can:

While business unit and functional managers are, of course, interested in maintaining IT security,
they also place a high value on improving worker productivity. That includes stopping workers from 
engaging in time-wasting activities. And today, surfing the web is the number-one timewasting activity 
for many employees.

Long Distance Accountability and Management

Measure productivity at the individual, group, or organizational level

The beauty of remote management is that you have no geographical restrictions on talent. ActivTrak’s 
cloud-based structure means that your employees can work anywhere they have an internet 
connection, and provides managers with an easy to use tool to get visibility into employee productivity, 
regardless of location. Use the Remote Agent Installer or send employees their unique ActivTrak
Agent file.

Assign Schedules to track computers only during designated work hours

If an employee shares a computer with friends or family, place the non-employees on the Do Not 
Track list

Receive notifications when an employee deviates from standard operating procedure

Review screenshots for instances of computer misuse

Hone in on periods of passive time to document how often an employee is away from their 
computer

Complete your department check-ins via real-time behavioral data and real-time screenshots
(if your organizations decides to leverage this feature)

Configure ActivTrak to flag unsafe screenshots of users’ activities for your review

Compare job performance trends over large periods of time

Prevent access to distracting websites and shut down unapproved applications

Use risk scores to get a sense of which users are on their way to becoming disengaged

!

!

!

!

!

!

!

!

!

!

!
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Measure & Enhance Remote Policy Effectiveness

Insider Threat Detection

Automated Security Alerts and Reactions

Even the most seasoned remote workforce managers need to review and update their telecommuting 
policies. As important as it is to outline the expectations of remote workers, it’s even more important to 
ensure their success. Make informed decisions with ActivTrak’s unbiased, reliable data.

ActivTrak provides an easy way for organizations to configure conditional alarms, monitor application 
and web usage, and review summarized reports to investigate anomalous user behavior. When it 
comes to cyber-security, resources are often focused on safeguarding an organization’s network 
against external cyber-attacks.

It only takes seconds for a security breach to occur. The longer a threat goes unnoticed, the more 
damaging it becomes to your organization. You not only need instant notifications of insider threats, 
but it’s also critical to react as quickly as possible. ActivTrak Alarms watch out for and respond to user 
behavior you consider suspicious.

Experience has shown that you can’t always anticipate and prevent an attack from an external source. 
When all eyes and ears are focused on what’s happening outside your digital infrastructure, the safety 
and security of the internal network are at risk. ActivTrak’s approach to user behavior analytics 
incorporates a toolset indispensable to organizations in need of a powerful, automated solution for 
insider threat detection.

Our agent discretely gathers insightful user data and automatically triggers responses to behaviors 
classified as risky. With minimal setup, the agent begins running in the background of each tracked 
machine. As it runs, a stream of behavioral data is sent to the ActivTrak dashboard. Admins use this 
dashboard to configure conditional alarms, monitor application and web usage in real-time, and 
review summarized reports to investigate user behavior.

ActivTrak is a low-maintenance user behavior analytics software that just works. It’s continuously 
tracking and reacting for you, freeing you up to focus on managing other areas of your IT systems.

Discover the effects your employee guidelines have on productivity

Find correlations between efficiency and assigned work hours

Compare productivity levels based on geo-location. Is your remote team more effective from 
home, the coffeehouse, or at the library?

Determine which company used apps and websites are restricting workflows

!

!

!

!
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Utilize Reporting to Find Trends in User Behavior

Forensic Investigation

Supporting Evidence Archive

Traditional threat detection focuses alerting primarily on IP addresses and indicators of compromise, 
making it difficult to retrace the user activity that triggered the alert. Without additional context, every 
alert requires time-consuming validation and deeper investigation. ActivTrak gives you instant insight 
into what actions led to compromised systems and breaches.

Use ActivTrak to investigate security breaches and come to a confident conclusion about what 
happened, when it happened, and who was responsible.

Receive email alerts when suspicious activity is detected

See trends over time with pre-configured productivity reports

Inspect users’ screen activity captured in screenshots

Create custom integrations using simple JSON webhooks

Consult the Risk Level Report to see which users exhibit high-risk behavior and which suspicious
activities occur more frequently

Terminate prohibited applications when accessed by a user

Identify anomalous behavior instantly using the intuitive dashboard

Spot sudden changes in user schedule and passive time, providing additional context
to abnormal usage patterns

Automatically flag screenshots containing unsafe content

Identify and Assess Potentially Harmful User Activities

Notify the user that their actions are potentially harmful

Quickly sort through comprehensive activity and alarm logs to zero in on potentially harmful 
activity

Review reports and screen captures to locate suspicious application usage, website history,
and USB activity

!

!

!

!

!

!

!

!

!

!

!

!
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Productivity/Operational Efficiency 

Benefits

Successful businesses manage their operating processes by continuously understanding resource 
utilization, production, distribution and inventory. With a clear picture, they are able to measure team 
input and output to accomplish the same quality of work with fewer resources. Having this clear picture 
is not easy to achieve as organizations face a multitude of challenges. Examples include:

These kinds of obstacles can stifle business operations as well as team productivity causing 
unintentional inefficiencies in the office and miscommunication. MSPs adopting the ActivTrak solution 
will be able to deliver insights that key executive members, front line managers and operators within 
the business don’t see within their traditional metrics.

ActivTrak offers not just data, but also insights and context so you can understand employee 
operational workflows and productivity behaviors as well as analyze the findings and plan how to 
design your teams for better business outcomes in the future.

Download all reports, and screenshots to your own storage solution

Lack of relevant data

Establish operational baselines that accurately reflect the business

Uncover root cause of spikes in workload

Ineffective baseline measures

Access data as far back in time as you need with unlimited data storage

Unplanned spikes in workload 

Understand employee utilization of time and make needed adjustments

Resolve workflow bottlenecks and poor organizational structures

Manage costs with better visibility of application usage

Misunderstood workflows

Outdated systems and technology Lack of clear utilization of resources

Integrate ActivTrak’s raw data with your existing security tools

!

!

!

!
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Answer Questions Like...
How focused is my team?  What is their 
context-switch time?

How much time is spent collaborating?
Email vs. Slack?  Relative to total time?

How many hours do my teams work?
WoW, QoQ, YoY.  

How much capacity have I added? How much 
productive time relative to capacity added?

What times of the day are my teams most 
productive?  Least productive?

Which alarms are we triggering the most?
Are any placing us out of compliance?

!

!

!

!

!

!

These are just examples of the limitless number
of reports you can deliver weekly to your 
customers to ensure the most strategic
alignment for you and your customer.
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Section 5: MSP Frequently Asked Questions (FAQs)

User Licensing

Billing

Q:  How is the solution licensed?

Q:  How does ActivTrak bill?

Q: How do I register a deal?

Q: Does ActivTrak prevent agents from being deployed?

Q: What happens if the end user exceeds their license count?  

A:  ActivTrak uses a very flexible licensing system that allows the end user to easily transfer licenses 
from one user to another.  Licenses are assigned on a per-user, per-domain basis, not necessarily by 
computer. If an organization uses Active Directory and all of their computers are bound to it, there will 
be a 1:1 license per user ratio.  If there are further questions, please visit our Help Center or email 
msp@activtrak.com for further clarification.  msp@activtrak.com

A:  ActivTrak will initiate the first bill at the time of activating a customer account. The 1st bill will be 
based on a set number of licenses needed (MSP to provide). The second bill for activated (paid) 
subscriptions is part of the monthly consolidated bill in the next calendar month, prorated to cover any 
additional days between account activation and renewal date.

A: MSPs do not need to register the opportunity; however, there is a set-up form for trials and to initiate 
billing.

Help Center

A: ActivTrak will not prevent agents from being deployed within customer cloud environments.
The assumption is that these are agents that are needed to fulfill the contract with the end user
A notification will be provided to the MSP when a user goes over their license count.

A: ActivTrak will provide the specified number of licenses plus 10% (10 licenses minimum). The license 
level will ensure that the end user will not be able to view data in their cloud environment; however, 
alerts/alarms and data collection will continue. Once the end user exceeds the total number allotted, 
the MSP can reach out to ActivTrak if additional licenses are required. This enables the MSP to have the 
discussion with the end user and not have their offering abused. ActivTrak will provide additional 
licenses upon approval from the MSP.

http://msp@activtrak.com
https://support.activtrak.com/hc/en-us
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Agents

Support and Licensing

Q:  Are agents unique in any way?

Q:  Can I get an NFR (Not for Resale) license for ActivTrak for testing and demo purposes?

Q:  How can I add someone from my team to access support from ActivTrak?

Q: How much of an impact does an agent have?

A:  Yes. Agents are specific to each cloud account. For security reasons, every cloud account will have a
unique identifier as to prevent data from reporting to the wrong cloud environment.

A:  Yes. ActivTrak MSPs may purchase discounted NFR licenses for educational, testing, and/or demo 
purposes.

A:  Under the MSP Subscription Program, you have access to your TAM (Technical Account Manager) 
who can ensure that everyone within the MSP account has access to support. You can contact them 
directly or reach out to msp@activtrak.com.msp@activtrak.com

A: From our observations, running for 8 hours continuously and capturing a single screenshot every 20
seconds, the agent reported the following:

Memory wise, this same machine averaged 32MB of memory over the same time period.
For comparison, Slack, running on the same machine averaged 91MB and Spotify averaged 102MB.

less than 85MB worth of data uploaded

less than 3MB of data downloaded
!

!

Q:  Can the end user subscription be cancelled?
A:  Yes. Given this is a usage-based model, the subscription can be cancelled at the end of each billing 
cycle. The MSP must be current on all outstanding payments to terminate the subscription.

Monthly usage will be calculated based on the number of active licenses for each customer (child) 
account. ActivTrak will invoice and bill participating MSPs with a consolidated bill across all their 
customers on the 28th of each month.

Consolidated monthly bills include the MSP Program participation fee (billed as NFR licenses) and 
usage across all customer accounts.

http://msp@activtrak.com
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Q:  How do I convert a trial to a paid (usage based) customer? 

Q:  How do I get support as an MSP? 

A:  MSP trials can be converted by following these steps: 

A:  Great question!!  You have options. You can work through support by opening a ticket or chat or you 
can simply email                                                    and/or your Technical Account Manager for assistance at 
any time.  

msp.support@activtrak.com

Every initial purchase must be accompanied by a sales order. 1.

The sales order will establish a baseline of licenses (minimum) for the MSP customer usage and 
billing to start from.  

2.

To initiate a sales order, fill out the MSP Customer Account set-up form (provided to you by your 
CAM) and/or send the following information to msp@activtrak.commsp@activtrak.com

Company Name

Email listed on the account 

Website

ActivTrak Account Number

Number of User to be provisioned 

MSP Contact Name

MSP Contact Phone

MSP Contact Email

Redaction (yes/no)

Data Connect (yes/no)

!

!

!

!

!

!

!

!

!

!

3.

Your CAM (Channel Account Manager) will verify information and initiate a sales order that will 
be sent via DocuSign to set up the account.  

4.

Once signed, the account will be provisioned and MSP partner notified.5.

Log into the MSP Command Center (by logging into your ActivTrak Parent Account via 
app.activtrak.com).

1.

Once you're logged into your Parent Account, click "Command Center" in the header.2.

Within Command Center, click "+ Add Customers" to open the New Trial Creation form.3.

After completing and submitting the form, your new customer trial will be provisioned (within 
3-5 minutes) and appear inside your Command Center, under the "Active Trials" section.

To request a trial extension, please reach out to your CAM or                                     .msp@activtrak.com

4.

5.

Set-Up

Q:  How do I set up a trial under the MSP program? 
A:  MSP Trial accounts (for your end users) can be set up by:

http://msp.support@activtrak.com
http://msp@activtrak.com
http://msp@activtrak.com
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Support From ActivTrak

Arron M 

Administrator in Insurance

Mark L.

Sean H.

“Their support team is always available when you need them for anything!!
Don't even look any further than this company.”

“The support is excellent from the ActivTrak team.”

“The quality of help I received and the timeliness of responses was absolutely 
awesome!”

“Customer Support was amazing, I accidentally deleted some very important 
information. They worked hard to help me to recover as much as possible.”

Small-Business (2-10 employees)

Mid-Market (501-1000 employees)

Semiconductors (10,001+ employees)

Automotive (11-50 employees)



Partner Contacts & Resources

Follow ActivTrak on Social Networks
Please provide us with your social media handles so we can connect. We have a lot of great educational 

resources available on our site that you can share with your social networks.

Twitter Facebook LinkedIn Instagram
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General Partner Program Inquiries: Blogging Inquiries:

For questions about the ActivTrak
Partner Program, please contact

msp@activtrak.com

If you’d like to contribute
a guest blog, please contact

blog@activtrak.com

Special Request?
Please send a note to partners@activtrak.commsp@activtrak.com

https://twitter.com/activtrak/
https://www.facebook.com/ActivTrak/
https://www.linkedin.com/company/activtrak-com/
https://www.instagram.com/activtrakteam/
http://msp@activtrak.com
http://blog@activtrak.com
http://msp@activtrak.com

